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How to Protect Yourself Online 

Have you ever noticed that online advertisements almost 
always seem to be directed right at you? (How did the 

digital edition of your local newspaper know you have been 
searching for a new toaster?) It's not just coincidence. Your 
Internet browsers were designed to monitor your searches and 
sites you have been to in order to help you better access the 
information that you want to receive. Not only is it a marketer's 
dream, but it provides you with a more personal experience 
online. 

"The Internet is not about stealing your identity or your 
password or credit card number," says Ethan Fieldman, 
president of Group Interactive Networks (GIN), a company that 
helps ZTA with our online presence. "It’s all part of making 
your experience shared and social. But you have to be smart 
about what you’re posting and how you’re interacting."

So how do you make the most of your online experience while 
still protecting the information you share? 

In spring 2011, ZTA will launch a series of educational videos 
developed by The Basement Design + Motion. The first video 
focuses on how to protect yourself while online. With the help 
of that video’s characters, this article will provide you with tips 
on how to make sure you stayed protected while online. 

Use Social Media with Caution 

In just a few short years, social media has turned into one of the 
largest ways people communicate with each other. As its name 
suggests, social media was created for users to be social—to 
share information and ideas, connect with friends and family, 
and create interactive dialogue. It has even become a source 
for news and an effective marketing tool for businesses and 
organizations, including Zeta Tau Alpha. But it is important to 
remember that just like any social situation, it is up to you what 
you communicate and whom you communicate with when you 
are online.

» Determine who you want to see your profiles 
One of the great things about social networking sites is that you 
have control over what information you share with others. You 
can be as open or as private as you wish. As soon as you create 
an account on any social media site, check its privacy settings. 

These sites 
offer a variety of ways to protect the 
information that you post. Take the time to think about each 
setting and choose the ones you are most comfortable with. 
Keep these important things in mind:

On Facebook, you have three main privacy options about who 
can access your information and posts: everyone, regardless 
of whether they are your “friend” or not; only your “friends;” 
and your “friends” AND all of their “friends.” You are also 
able to customize your settings and block certain people from 
interacting with you on the site. 

To do this, after logging into Facebook, visit the “Account” 
tab on the top right corner of the page and select “Privacy 
Settings.” Here, you can also determine what information 
people can find when they search for you within the site and via 
search engine such as Google.  

Keep in mind that allowing everyone to see your profile opens you 
to the most risk. There is also risk in letting “friends of friends” 
see your profile. 

On Twitter, you are able to “follow” people, businesses and 
organizations. By “following” someone, you are able to see all 
of his or her posts, or tweets, on your personal Twitter feed. 
Unlike Facebook, that person will only see your tweets if he is 
following you in return. 

There is an option of making your tweets “public” or “private.” 
By making your tweets public, anyone on Twitter is able read 
your posts and see your bio, photos, and lists of followers and 
those who you are following. Your posts will also be found 
within search engines. By making your tweets private, only 
your followers will be able to see that information.

Other social networks also provide you the option to determine 
who can see your information, so it is important to look at their 
privacy settings as well. Always remember that the more open 
you are, the more risk you have. 

By Ashley Martin
Staff Writer

WHO’S WATCHING YOU? 
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In a recent message to Florida State University students, 
the FSU police department offered this advice: “Although 
[social media] can provide an excellent opportunity to make 
connections with old friends and meet new friends, it can also 
be a means for predators to find potential victims. Privacy 
settings make it easier for people to choose who can and cannot 
access information on their profiles, and it is up to you to adjust 
your privacy setting so that you do not share too much personal 
information.”

» Only “friend” people you know
If you have your profiles set up so that only your “friends” and 
“followers” can see you information, it is important to choose 
those people wisely. When someone new wants to network with 
you, Facebook, Twitter and other sites ask you for permission 
before making that connection. As a rule of thumb, only allow 
people you know access to your profile. Chances are you would 
not allow complete strangers into your home, so do not give 
them access to your online profiles either.

It is also important to think about someone’s intentions before 
accepting their “friend” or “follower” request. This school year, 
a number of sorority new members, including Zetas on multiple 
campuses in several states, have been targeted in a Facebook 
scam. The new member would receive a friend request from a 
poster who claimed to be an alumna member participating in an 
online mentoring program. The predator (or predators) obtained 
personal information from the women and even requested 
inappropriate photographs and webcam videos. At least one 
man has been arrested in these incidents on three campuses in 
Florida and has been charged with video voyeurism, two counts 
of extortion and twelve counts of attempted video voyeurism. 
Authorities do not know if he is responsible for similar scams 
in other states. Please know that ZTA would never request your 
personal information via social media. 

» Manage your reputation through your posts 
One of the most important things you can do to protect yourself 
online is to make sure the information you share about yourself 
portrays a positive image.

Anything you add to your profile on a social media site is 
supposed to help you share your personal story. 

But even with the strongest security settings, you can’t always 
control what your friends do with your posted information. 
Anyone with access to your information can save photos to a 
personal computer; alter the information; or copy and paste 
your information, posts and photographs for others to see. It is 
common practice in many businesses to search for prospective 
and current employees on social networking sites. A potential 
employer could ask your friends to access your profile, or if the 
employer is a “friend of a friend,” he or she might be able to 
access your profile directly. 

“In general, any time you post something, think about whether 
you are prepared for others to see it,” Fieldman says. “If you 
have something that is truly private, your best bet is not to post 
it online—anywhere.” 

It is also important to 
remember that even if 
you add an unflattering 
picture or post to a social 
media site, then decide 
to delete it, it is not 
necessarily gone from 
the Internet. 

“When you post something online, it can be picked up by search 
engines like Google, held (cached) in web browsers or picked 
up by someone else who keeps it or shares it—and all of those 
things mean what you post can live on the web far after you 
delete it,” Fieldman says. “This information can be held for 
varying amounts of time, and in a virtually unlimited number 
of places, so it’s hard to say that something is ever fully gone.”

On Facebook, when you delete a photo from the site, it will no 
longer show up in your photo albums. But a direct link to that 
photo can still exist. Anyone with access to that link can share 
it with countless people.

Reputation management is another reason to check your 
privacy settings often. When a site goes through an upgrade, 
your privacy settings may change. You want to make sure that 
all of your information, especially photo albums maintain the 
settings you desire. 

On Twitter, it is important to notice that if you change your 
account from “public” to “private,” anything you posted while 
your account was public will remain public and searchable. It 
might also become a part of history. In April 2010, Twitter gave 
the Library of Congress its archive of all public tweets since the 
site was launched in March 2006. 

» Never reveal personal information, especially 
your address and location
Revealing personal information such as your address, phone 
number and full birthday can lead to privacy and safety issues, 
especially if that information makes it into the wrong hands. 
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Depending on your privacy settings, even something as simple as 
listing your home address in your profile, then posting, “In the 
Bahamas for the week!” can lead to many problems, including 
robbery. 

Many sites like foursquare and Facebook’s Places feature also 
allow you to “check in” at various locations you visit, creating 
additional security risks. These location-based services were 
created for users to connect with others in their area. For 
example, on either foursquare or Facebook, you can go to a 
concert, “check in” at the venue and see which of your friends 
are also “checked in” there. 

The main thing to remember when using foursquare, Facebook 
Places and similar sites is to be aware of who can see where you 
are “checked in.” Like Facebook, foursquare has a “friending” 
process and only your friends are able to see you location. 
But if you let it, foursqaure can also interact with other social 
networking sites like Facebook and Twitter. If have your 
profiles linked, whenever you “check in” somewhere, your 
location is not only posted to your foursquare, but all of your 
linked accounts—meaning all of your “friends,” regardless of 
the site, know where you are. Again, in the wrong hands, this 
information can lead to security issues including burglary and 
stalking. 

“The main thing to be conscious of is who can see where you 
are ‘checking in,’” Fieldman says. “Like everything else, be 
careful about your privacy settings. Just as you wouldn’t put 
your phone number on a billboard in the middle of campus or 
the heart of downtown, you also wouldn’t put your location on 
billboard, either. Therefore, you shouldn’t allow just anyone on 
the Internet to see that on your social media profiles.” 

» Understand application settings
Just as search engines use your search history to create profiles 
about you, social media websites use the information you 
provide to personalize your account. This information is used to 
suggest “friends” or “followers” to you, provide advertisements 
that might interest you, and more. 

Outside companies are able to create applications that can 
enhance your social network experience. Some of the most 

popular are games like Farmville and Mafia Wars, quizzes, 
causes, and options that send virtual gifts to your friends. 
These applications seem to be a part of Facebook, when in 
reality, they are programs produced by other companies that 
gather the personal information you have posted online.

“There are a number of developers out there; some are 
established and some are not, so you can’t always be sure 
what you’re getting,” Fieldman says. “Some applications are 
strange games that are really just trying to get data about you. 
Others are legitimate apps built by Greek organizations, large 
companies or universities. Always use your best judgment.”

On Facebook, it is important to note that by default, any 
application you use has access to the profile information that you 
choose to share with everyone as well as access to your friends 
list. This also means that if your friend uses an application, 
that application can find you. By checking your Facebook 
privacy settings, you can control what content your friends’ 
applications can access. You can also monitor what information 
each of your own applications are using.

General tips for protecting 
yourself online

» Keep your computer programs up-to-date
According to Janet Syrus, director of information technology 
for ZTA, keeping your computer up-to-date is a necessity for 
online security. This includes your operating system, anti-virus 
software, Internet browsers and other programs. 

In order to keep your computer in proper working form, note 
when scans and updates are supposed to occur. The default 
setting for most programs is to update in the middle of the 
night. If your computer is not on, the scans and updates do not 
occur until the computer is turned on. When you turn on your 
computer and it begins to update, never close out of the scans. 
Even though these scans and updates can take some time and 
slow down your other computer programs, turning them off 
will leave your computer unprotected and out-of-date.

“Always run your scans on a weekly basis,” Syrus says, “and 
change your default settings for a time that is convenient for 
you. Your computer will tell you when it needs maintenance. 
Whenever it flags you, you should always automatically click it, 
update and do your scan.” 

Anti-virus software is particularly important to keep up-to-
date. These programs can block any unwanted files and viruses 
from attacking your computer. Even if your computer does have 
access to the Internet, make sure to have anti-virus software. 
Files obtained from CDs and flash drives can also contain viruses 
that can harm your computer. 
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» Clear your cache and cookies regularly
Each time you visit a website, it leaves temporary files called 
cache and cookies in your in the Internet browser. These files 
help your computer download things faster, like images and 
video, the next time you visit the site, making your online 
experience better. They also let website programmers study 
how their sites are being utilized. 

Even though cache and cookies are good things, Syrus stresses 
the importance of cleaning them out on a weekly basis. 

“Because they are temporary files, cache and cookies take up 
space on your computer which can cause it run more slowly,” 
she says. “Computer hackers also often embed viruses into 
cache and cookies. While anti-virus software can protect the 
rest of your computer against these viruses, they can often 
remain in your cache and cookies and be reactivated again at a 
later time.”

» Provide personal information on secure 
websites only
Any time you post personal information online, make sure 
the website is protected—look for an “s” in the https:// that 
the beginning of the URL and a “lock” icon somewhere on the 
browser. These sites have security measures in place that ensure 
any information you provide is protected. Sites that ask for your 
name, complete address, date of birth, and/or bank account or 
credit card information need to be secure. 

» Use public Wi-Fi and computers with caution
Many places such as airports, hotels and coffee shops offer 
free wireless Internet access (or Wi-Fi) for their visitors and 
customers to use. Whenever you connect to the Internet in this 
manner, remember that countless other people are sharing the 
same network and might be able to access your information. 
Avoid sites that hold sensitive information, such as online banks, 
when using public Wi-Fi. When you are using your computer 
in an area that offers Internet access but you do not need to be 
online, turn off you external or internal wireless cards. 

As when using Wi-Fi, you should also never visit sites that can 
access your personal information when on a public computer. 
If you do visit sites that require you to log in—including e-mail 
and social media sites—always log out of the site completely 
when finished and never allow the browser to remember your 
username and password. You do not want the next person 
who uses the computer to be able to access your information. 
Cleaning the cache and cookies on the Internet browser will 
also protect your information once you leave the computer.

» What to do if you experience a security threat
If you become the victim on an online security threat, follow 
these steps to protect yourself. 

If you are involved in a scam, online stalking or other issue 
involving your personal safety, contact the police. Chances are, 

you might not be the 
only person experiencing the same problem. 

On social networking sites, block people and advertisers that 
you think are trying to scam you. Some of these sites also give 
you the option of marking posts and advertisements as spam. 

If your e-mail or social network profiles get hacked, contact 
the e-mail provider or website support staff. Depending on 
the issue, they might be able to solve it for you. It is also good 
information for them to know in case the problem happens to 
someone else or to you again in the future. 

Change your passwords if you get hacked. This will help prevent 
the hacker from logging back into your account. It is good 
practice to change all of your passwords, even if other accounts 
seem unaffected. Never use the same password for all of your 
accounts. 

If your computer obtains a virus, take it to a professional. While 
there are many websites that claim to clean your computer for 
you, they can often create additional problems. 

Back up your files in case your hard drive crashes or receives 
a virus. Back-up files will let you replace any lost files and 
provide you with clean copies in the event of a virus. 

Sources:
•	 Facebook, Controlling How You Share http://www.facebook.
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101-how-should-i-get-started-using-twitter 

•	 Twitter: Privacy Policy http://twitter.com/privacy
•	 Foursquare: Privacy Policy http://foursquare.com/privacy/ 
•	 Foursquare: Privacy 101 http://foursquare.com/privacy/ 
•	 http://arstechnica.com/web/news/2010/10/facebook-may-be-making-

strides.ars
•	 http://blogs.loc.gov/loc/2010/04/how-tweet-it-is-library-acquires-
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•	 http://www.sec.gov/spotlight/katrina/protectyourselfonline.htm 


